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Presentation O
bjectives

•
D

escribe how
 our planning approach enabled us to roll out new

 IAM
 

services as part of a m
ajor IAM

 program
 at H

arvard U
niversity

•
Explain how

 adopting the use of the Scaled Agile for planning helped us
•

D
iscuss roadm

ap challenges that w
e face, and foster discussion
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Provide users, application ow
ners, 

and IT adm
inistrative staff w

ith 

s
e

c
u

r
e

, e
a

s
y

 a
c
c
e

s
s
 t

o
 a

p
p

lic
a

t
io

n
s
;

solutions that require fe
w

e
r
 lo

g
in

 

c
r
e

d
e

n
t
ia

ls
;

the ability to c
o

lla
b

o
r
a

t
e

 a
c
r
o

s
s
 a

n
d

 

b
e

y
o

n
d

 H
a

r
v

a
r
d

;

and im
p

r
o

v
e

d
 s

e
c
u

r
it

y
 a

n
d

 

a
u

d
it

in
g.

ia
m

.h
a

r
v

a
r
d

.e
d

u

IA
M

 Program
 at Harvard: Vision
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Vision Æ
O

bjectives Æ
K

ey D
eliverables
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S
im

p
lify

 U
s
e

r
 E

x
p

e
r
ie

n
c
e

Sim
plify and im

prove access to applications and 
inform

ation inside and outside of the U
niversity

●
N

ew user account m
anagem

ent solution 
H

arvardKey
●

Self-Service for enrollm
ent in services

E
n

a
b

le
 R

e
s
e

a
r
c
h

 &
 C

o
lla

b
o

r
a

t
io

n

M
ake it easier for faculty, staff, and students to 

research and collaborate w
ithin the U

niversity and 
w

ith other institutions

●
Autom

ated account provisioning and 
deprovisioning

●
InC

om
m

on Federation (Incom
m

on.org)
●

G
roups (in progress)

P
r
o

t
e

c
t
 U

n
iv

e
r
s
it

y
 R

e
s
o

u
r
c
e

s

Im
prove the security stature of the U

niversity via a 
standard approach

●
Stronger password m

anagem
ent

●
Two-step verification (D

U
O

)
●

Authentication Services for Applications 
(C

AS, SAM
L2)

●
G

roups (in progress)

F
a

c
ilit

a
t
e

 T
e

c
h

n
o

lo
g

y
 In

n
o

v
a

t
io

n

Establish a strong foundation for IAM
 to enable user 

access regardless of new
 and/or disruptive 

technologies

●
Sailpoint and other applications, deployed in 
the cloud on AW

S
●

Identity R
egistry with APIs to replace point-

to-point file transfers (in progress)
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Stakeholders Perspective: “Im
agine If…

”

Stakeholder
Im

agine If…
O

utcom
e

Solution Im
plem

ented

Faculty and 
Staff

• Faculty and staff could access inform
ation and perform

 
research across schools and with other institutions without 
having to use several sets of credentials.

• Faculty and staff could m
anage their own accounts and 

sponsor others through a centralized web applications.

CO
M

PLETE

•Harvard has Federated w
ith InCom

m
on to allow

 for resource access 
across other Higher Ed institutions using Harvard credentials

•Sponsored Account process autom
ated and distributed across the 

University to allow
 for self-service m

anagem
ent of Harvard partners

Students

• Students could choose to use their hom
e school 

credentials to login into applications across the U
niversity.

• Students could keep using the sam
e set of credentials 

after they graduate.

CO
M

PLETE

•HarvardKey credentials aligned to University affiliations w
ith ability to 

choose login nam
e

• O
ne HarvardKey for life for all Harvard affiliates including Students / 

Alum
ni

Technical 
Staff

• Autom
ated provisioning could reduce the burden on IT 

staff and increases the security posture of the U
niversity.

• Application team
s could easily integrate H

arvard users 
with internal and external applications.

CO
M

PLETE

• Autom
atic provisioning of access based on users’ University 

affiliations

• O
ver 2000 applications integrated w

ith HarvardKey

External 
Users

• External users could access H
arvard applications using 

credentials native to their hom
e institution.

CO
M

PLETE
•External access to Harvard resources based w

ith either federated 
login or sponsored accounts

At the onset of the IAM
 project, w

e im
agined a list of key ideas that represented an ideal state for our stakeholder groups. 
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Services Æ
B

usiness Value A
chieved
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C
om

m
unicating Æ

Expressed as B
enefits

IAM
 Strategic O

bjectives
Im

pact

Sim
plify the U

ser Experience
Less passw

ords to rem
em

ber...
●

O
ne login for life has replaced an average of over 6 logins per user 

across H
arvard

Enable R
esearch and 

C
ollaboration

Im
proved access to university resources...
●

All schools across H
arvard are integrated with com

m
on user identities 

that enable U
niversity em

ail, Library services, and over 2,700 other 
applications 

Protect U
niversity R

esources
B

etter security...
●

U
niversity-wide adoption of standardized and im

proved passwords with 
associated two factor authentication dram

atically increases security

Facilitate Technology Innovation
Im

proved participation in higher education com
m

unity...
●

Im
proved sponsored guest accounts and external federation allow 

external researchers and university staff to collaborate quickly



Planning A
pproach
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•Starting w
ith a vision (listening tours)

•Validating that vision w
ith leadership

–M
aintaining aw

areness of our organizational values
•C

learly identifying goals and objectives and tying them
 to the vision

•M
apping deliverables to the business objectives

•Planning the delivery in program
 increm

ents (PI)
•M

easuring progress on an ongoing basis and review
ing w

ith the team
•C

om
m

unicating status against the objectives
•R

evisiting relative priority of the objectives every PI 



G
etting from

 Vision to R
oadm

ap w
ith Agile 

9
R

oadm
ap

M
etrics 

(U
sage, 

Incidents)

Known 
Problem

s & 
G

aps

Vision 
and 

Values

Stakeholder 
D

em
ands

C
om

m
itm

ents 
to O

ther IT 
Service 

Providers

N
ew 

Security 
Threats

W
hat else affects the 

planning for w
hat com

es 
next?

•
A

ging Infrastructure 
•

Evolution of technical 
standards



IAM
 Team

 liked being Agile

O
ur transition to Agile m

ethodology got a positive reaction both inside 
and outside the program

 team
:

•
W

orked faster

•
D

elivered com
pleted w

ork m
ore frequently

•
Better able to m

anage changing priorities effectively

IAM
 and Agile
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Vision: Program
 Plan
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From
 sprint to sprint, there w

ere concerns
•Team

 had trouble understanding w
hat w

as im
portant, and w

hy
•C

onstant com
plaint about changing priorities

•Lack of ow
nership of problem

s due to feeling unem
pow

ered as a team
•Too big a gap betw

een the vision and the sprint objectives
•R

eality of parallel stream
s of specialized w

ork m
eant that the team

 did not 
w

ork as a team
 in the true sense of agile

Planning Problem
s

12



Product Vision
Long-term

, 12+ m
onths

Product R
oadm

ap
12-18 m

onths, revised quarterly

R
elease

Planning
3-6 m

onths, revised each sprint

SprintPlanning
Every 2 weeks

D
aily

Planning
Every day

The M
issing Piece
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Provides a fram
ew

ork for extending process to better handle

•
Larger-scope item

s in parallel w
ork stream

s
•

O
ver longer tim

e increm
ents

•
Across m

ultiple delivery team
s

Providing a layer of scope in the m
iddle, betw

een “story” and “release”

Experim
ent: Try Scaled Agile

14



Increm
ent planning m

eetings are quarterly team
 activities that replicate sprint-level 

activities on a larger scale.
•R

etro the prior increm
ent

•Introduce the proposed scope of the new
 increm

ent
•Team

 validates scope:
–Size high-level stories
–Schedule high-level stories into sprint-by-sprint plans

•Identify dependencies and risks that need follow-up w
ork

•M
ake a com

m
itm

ent

Four program
 increm

ents per year –
each w

ith 6 sprints.

Program
 Increm

ent Planning

15



Program
 Increm

ent Cadence
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Understanding of Roadm
ap By Team

 Is Key

17

From
 Program

 Plan to R
oadm

ap for Program
 Increm

ents:
•Started w

ith vision and values; aligned goals and business objectives
•M

apped deliverables to business objectives
•M

easured status against these goals and business objectives
•Keep m

essage consistent for governance and senior leadership

Program
 Increm

ent Planning (Each quarter ~ 3 m
onths and 6 sprints)

•M
apped features to business objectives (goals)

•Prioritize –
force rank them

! /
•Broke features into sprints
•Lay out the future program

 increm
ents in advance

•H
old planning days to focus on PI scope and determ

ining feasibility



Progress A
gainst FY17 G

oals
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G
oal

Program
 G

oal
Status

U
pdate

G
oal 1: Increase adoption of Two Step Verification across 

the U
niversity

#3 
Security

●
R

elease schedule set for two-step functionality 
to be brought into Key

●
C

om
m

unication plan developed

G
oal 2: Im

plem
ent centrally m

anaged groups to enable 
distribution lists, access control and authorization to web-
based applications

#2 
C

ollaboration
●

W
ork underway to prom

ote initial functionality to 
production to validate architecture 

G
oal 3: Provision identities into a school Active D

irectory 
(H

KS)
#4

Foundational
●

H
KS has hired a resource to assist on project

●
Planning with H

U
IT U

C
 underway

G
oal 4:Enable users to opt-in and personalize em

ail 
services via H

arvardKey self-service
#1

Sim
plification

●
D

evelopm
ent effort targeted for next quarter to 

allow for O
365 opt-in by FAS, D

C
E and SEAS 

affiliates

G
oal 5: Partner with H

M
S to define IAM

 elem
ents for a 

retirem
ent strategy of eC

om
m

ons
#4

Foundational
●

C
onversations with H

M
S ongoing

G
oal 6:Establish the FY'18 funding m

odel and transition to 
operational steady state

#4
Foundational

●
O

fficial planning effort kicked off to coordinate 
IAM

 and Finance team
 partnership

D
one

R
isk 

Identified
M

ajor 
R

isk

K
EY

N
o significant 

C
oncerns



PI-8 Successes -Scrum
 Team

s

19

Features
PI-8 Features

PI-8 #
PI-8 %

PI-7 #
PI-7 %

C
om

pleted
FASM

ail D
ecom

m
issioning, C

om
m

unity 
C

ustom
er R

equest, Build H
KS AD

, Support 
Broadcast C

om
m

unity Planning
4

29%
9

37.5%

W
ill C

om
plete

D
uo Enhancem

ents, SSN
 Security, AD

 
Security, G

rouper Infrastructure, G
rouper R

ef 
G

roups, ID
 R

esolve, IAM
 R

egistry 2.0 
Planning

7
50%

9
37.5%

Pulled O
ut

0
0%

1
4%

W
ill C

arry O
ver

Provisioning/ D
e-provisioning Enhancem

ents, 
N

otifications Enhancem
ents, AuthN

/C
AS/IdP

3
21%

5
21%

Total 
14

100%
24

100%
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Business 
O

bjectives  m
ap 

to Epics in JIR
A

Individual stories 
are tagged

U
se of a high-

level PI Board to 
prioritize the high 
level objectives

Each team
 has 

their own board, 
but the use of the 
Epics spans the 
boards and 
captures cross-
team

 work.



PI-9 Them
es: B

alancing M
ultiple Priorities

W
e are in the hom

e stretch of the Program
, and w

e are also 
preparing for the transition to operations.

21

Custom
er Requests:

●
M

igrate CAADs service to AD so they 
can shut it dow

n (Security)
●

Com
m

unity adjustm
ents to support 

provisioning
●

Database Refresh (Prod to Stage)
●

New
 PO

I role types for UHS, Radcliffe

Security
●

Ensure tw
o-step verification adoption 

for new
 affiliates

●
Address CISO

 priorities for AD
●

Com
plete SSN Rem

ediation

Technical Debt & Cloud:
●

M
igrate AZP to the cloud

●
Updates to database and environm

ent 
to prepare for cloud m

igration
●

Prepare H-LDAP w
ith new

 attributes to 
enable HU-LDAP m

igration
●

M
ultiple design projects related to 

Registry, XID, M
IDAS for PI-10

Finish IAM
 Program

:
●

G
roup Service
○

Upgrade IIQ
 so it can handle 

group provisioning
●

0365 continues to roll out
●

Elim
inate W

aveset
●

Turn off the PIN system
●

O
ptim

ize perform
ance of IIQ

Critical that the 
team

 can 
understand the 
roadm

ap, and have 
som

e input.

W
e struggle to 

reduce the num
ber 

of things w
e have 

to w
ork on at the 

sam
e tim

e 



BO
: Finish the Program

 by end of FY17

PI-9:1.
G

roup Service
2.

U
pgrade IIQ

 so it can handle group provisioning; optim
ize perform

ance
3.

0365 licensing via IIQ
4.

Elim
inate W

aveset (by end of PI-10)
5.

Turn off the PIN
 system

D
etails:
•

0365 scope includes G
raduate Students from

 the C
APLU

S schools, H
KS and H

LS
•

C
onsulting support from

 IIQ
 to assist with IIQ

 related work, including the IIQ
 upgrade
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Challenges: The Roadm
ap Traffic Cop Has A

 Tough Job

23

•H
earing everyone, because upon exam

ination, they are all stakeholders
–From

 your low
est level user to executive level are stakeholders

•Balancing all the voices that are w
eighing in on w

hat you should do
–Political realities

•Explaining the vision and values, and the link to objectives
•Identifying the interests of the stakeholders
•M

otivating people to buy into the greater good of the w
hole

•H
ow

 m
uch to talk about the “w

hy” to sell them
 on the reasons for doing the 

right thing
•M

aking a decision w
hen it is *all* im

portant (or so they say!)



Closing Thoughts

24

Preparing a roadm
ap is like preparing for a negotiation

•Identifying interests (w
hich are different than objectives)

•U
nderstanding the value of possible of objectives to the stakeholders

•Iterating and com
m

unicating –
not only to stakeholders, but to the team

Traffic: A fact of life
•Things never actually really

settle dow
n

•All that honking and traffic is the norm
•Let the structure of the process help you keep your bearings



Thank you!

25


